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Abstract. In today's technology-driven world, cyber security is paramount. Information technology is essential to the day-to-day 
functioning of many organisations, including public and commercial sectors, government agencies, banks, water providers, power grid 

operators, nuclear power plants, and wastewater treatment facilities. Cybersecurity is essential since all technology relies on 

communication and information systems. Companies in both the public and commercial sectors continue to remain susceptible despite the 

millions of dollars spent annually on cybersecurity software, hardware, and technologies. The underlying issue here is that cyber security is 
still mostly seen as a technological component that can be readily integrated into an organization's operations to provide protection. These 

days, cyber defence is much more than simply hardware and software. Critical infrastructure attacks are classified in this article, along with 

the most common cyber security mistakes made by organisations in their efforts to protect themselves from vulnerabilities, at tack vectors, 

and methods. In order to help organisations and businesses secure their vital infrastructure, this essay will primarily focus on the theoretical 
components of a cyber security management model. Critical infrastructure protection against cyber threats and vulnerabilities is not the 

focus of this article's analysis of the cyber security management model, which is based on managerial viewpoints. 
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1. Introduction 

Critical infrastructure is no exception to the rule 

that cyber security has surpassed all other 

concerns in today's globally linked environment. 

Critical infrastructure is defined in several ways. 

In an Executive Order (EO) dated 1996, the 

seven pillars of the United States' vital 

infrastructure were enumerated (Johnson, 2015). 

According to the EO, the electrical grid system, 

transportation, and telecommunications are the 

most crucial domains. In the event that any of 

these are damaged, the viability in comparison 

to every other essential system. In order to help 

organisations and businesses secure their vital 

infrastructure, this essay will primarily focus on 

the theoretical components of a cyber security 

management model.  

The importance of cyber defences cannot be 

overstated in the modern day. In Lithuania, 

cyber security is defined as a collection of legal, 

information dissemination, organisational, and 

technical measures that are necessary to prevent, 

detect, analyse, and respond to cyber incidents. 

These incidents can be anything like: 

unauthorised access to communication and 

information systems (CIS), electronic 

communications networks or industrial process 

control systems; disruption or change to 

information systems (including management 

takeover); damage to, or destruction of, 

electronic information; withdrawal or restriction 

of access to, or use of, non-public information in 

electronic form. In the event of a cyber incident 

or cyber assault, the primary goal of the 

aforementioned measures is to facilitate the 

rapid restoration of electronic communications 

networks, information systems, and industrial 

process control systems.  

The most critical goals for achieving cyber 

security may be determined using the recognised 

definitions of cyber security and cyber incidents. 

First and foremost, we want to make sure that no 

one other than authorised personnel may access, 

modify, or handle any data. The second goal is 

integrity, which makes sure that no one other 

than authorised processes may make 

modifications to the system. Thirdly, the 

accessibility of the system and the data that is 

under the control of the system's administrators. 

This goal guarantees that the organization's 

infrastructure will only allow authorised 

individuals to access the information and 

resources kept there. Cyber-security and 

management are inseparable and crucial parts of 
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every business, as any law-based regulation can 

attest. Cybersecurity is now considered just as 

crucial as physical security when it comes to 

protecting vital infrastructure (Ten, Manimaran, 

Liu, 2010).  

A large number of academic institutions and 

private businesses have studied CIS security and 

security technologies. There have been several 

market-available security tools and 

technological standards aimed at bolstering CIS 

security, but a notable uptick in the last 20 years 

has been in the provision of universal security 

solutions for the protection of critical 

infrastructure.  

The rapidly expanding reach of communication 

and information technology, the improvement in 

service delivery in terms of both convenience 

and efficiency (Limba et al., 2016), and the 

strengthening of energy infrastructure have all 

contributed to the maturation of the concept of 

cyber security in recent years (Wang, Lu, 2013). 

One may make the case that critical 

infrastructure vulnerabilities are likewise 

developing at a fast pace, which impacts system 

security.  

System complexity and integration are major 

contributors to the growing number of potential 

points of failure. When smaller systems are 

integrated into larger ones, it raises the overall 

complexity of the system, which in turn makes it 

more likely that vulnerabilities will emerge in 

both domestic and international interconnected 

systems. The increasing demand for efficiency 

often drives the adoption of new modern 

technologies, but these advancements are 

seldom examined from a security perspective, 

particularly in cyberspace. This is because there 

is a lack of awareness of the specific areas 

where these technologies are most susceptible to 

attack, and there are currently no effective 

mechanisms in place to hold the private sector 

accountable for the harm they cause (Kroger, 

2008).  

 

Protecting vital infrastructure (such as online 

voting or banking systems) or vital energy 

infrastructure requires a cyber security 

management model, which is a consensus 

throughout all nations and scientific 

communities. Even though there isn't a 

universally accepted model for cyber security 

management, every nation understands the need 

of safeguarding its most valuable assets. 

Authorities and groups from  

A nation's and its people's well-being can only 

be guarantyd if its vital infrastructure is secure, 

and this is particularly true in a time when 

energy and critical infrastructure security are 

being used as arguments in political decision-

making (Tvaronavičienė, 2012). In 2000, the US 

government warned that cyber defences 

shouldn't be handled independently by 

individual states' information systems, but rather 

as part of a comprehensive national strategy (US 

GAO, 2007; Councel of Europe, 2008; NATO, 

2010; Johnson, 2015).  

 

Researchers from several nations have 

endeavoured to discover a cyber-security 

strategy that is both successful and efficient. 

They believe that it is of the utmost importance 

for countries throughout the world to work 

together to secure cyberspace for vital 

infrastructure. It should be emphasised that due 

to the interconnected nature of the critical 

infrastructure components, a cyber assault has 

the potential to cause extensive harm to other 

systems since a breach in one area may quickly 

propagate to another (Bulakh, 2016). Since the 

public sector often owns a portion of the vital 

infrastructure systems or communication 

networks that are often operated by private 

operators, it is necessary to enhance public-

private partnerships in order to secure these 

resources. The European Commission is 

responsible for organising the critical 

infrastructure protection information distribution 

network, which is one of the public-private 

cooperation projects. Experts, representatives 

from the corporate sector, and public officials 

may all connect via this network to share 

knowledge and collaborate (European 

Commission).  
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The private sector, nevertheless, is noticeably 

less likely to provide details on individual 

assaults, even if doing so may greatly aid in the 

improvement of cybersecurity. Companies in the 

private sector are not likely to come clean about 

cyber assaults and infrastructure vulnerabilities, 

according to the European Commission and 

Rosner (2013). This is because doing so could 

damage their reputation and cause society and 

business partners to reconsider the attractiveness 

of working with them.  

Ensuring the security of Supervisory Control 

and Data Acquisition (SCADA) systems, which 

are used to monitor and control features in the 

industrial sector and energy transit 

infrastructure, has received a lot of attention in 

cyber security studies. These solutions have 

been accepted in the cyber security protection 

field. There are four main components of 

SCADA system security: real-time monitoring, 

anomaly detection, impact analysis, and 

mitigation measures (Ten, Manimaran, Liu, 

2010). In this situation, cyber security is 

examined only via a technical lens, which is not 

entirely accurate. While technological fixes to 

cyber security issues are crucial, a broader and 

more nuanced perspective on the cyber security 

paradigm is required in the modern day.  

It is advised that the business sector, national 

regulators, and governmental institutions all 

work together to build a cyber security model 

for the country's vital infrastructures. According 

to the US Department of Energy and the US 

Department of Homeland Security (2006) and 

the Organization for Security and Cooperation in 

Europe (2013), it is crucial to seek out the best 

international practices and regulations.  

Because cyber security is more than just 

technology, the authors of this article will not 

focus on technical aspects of CIS security. 

Instead, they will attempt to present a theoretical 

model that can be utilised for cyber security 

management in order to secure critical 

infrastructure, as cyber security is both a part of 

and concurrent with critical infrastructure 

security (Fuschi, Tvaronavičienė, 2014). 

 

2. Taxonomy of Critical Infrastructure Attacks 

Cyber criminals Cybercriminals target essential 

infrastructure because they stand to gain 

politically or financially from an assault on this 

target. The most serious flaw is that the systems 

rely on commercial items, which means that an 

attacker with the right level of technical 

expertise may take advantage of security holes 

in those products the United States Department 

of Energy and the United States Department of 

Homeland Security (2006) on common 

operating systems and communications 

protocols. People have a lot of faith in the CIS 

and its technology, thus this is changing. 

Cyberattacks on vital industries can have far-

reaching effects on both the public and 

commercial spheres. For instance, 225,000 

people in Ukraine lost electricity in December 

2015 due to an assault on the country's electrical 

grid. According to the US Department of 

Homeland Security, malicious software was 

used to carry out a cyber-attack. To the best of 

our knowledge, this is the first instance of a 

successful cyber breach that disrupted the power 

supply chain. There have been several efforts to 

identify the cyber-attack's origins, but the 

difficulty in determining who is responsible is 

inherent in every occurrence that takes place in 

cyberspace (Volz, 2016). The most effective 

way to stop cyberattacks is to make cyber 

security better. The likelihood that cyber assaults 

will be effectively executed is growing since 

cyber dangers are notoriously hard to foresee, 

forecast, and take appropriate precautions 

against.  

Underestimating their susceptibility to cyber 

assaults and other unforeseen circumstances, 

many nations have not yet established a plan to 

counter them. Examining cyber-security 

concerns in the context of critical infrastructure 

is crucial for safeguarding key national interests. 

The cyber security management model of 

critical infrastructure has to be modified in 

tandem with the ever-changing technology, 

regulatory considerations, and other factors, 

since technical solutions alone cannot address all 
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issues (Limba, Agafonov, Damkus, 2016).  

 

Critical infrastructure or industrial control 

systems (ICS) assaults are primarily focused on 

by government organisations (such as the US 

Department of Energy and US Department of 

Homeland Security) and researchers (such as 

Tranchita, Hadjsaid, Viziteu, Rozel, Caire, 

2010). There are five main categories of attacks, 

which differ in terms of the goals the attacker 

has for the system: 

Corruption of information – when data on 

a system or communications channel suffers 

improper modification. 

• Denial-of-service (DoS) – when access to the 

system is denied for authorized users. 

• Disclosure of information – when critical 

information is disclosed to unauthorized 

persons or systems. 

• Theft of resources – when system resources are 

used by unauthorized entities. 

• Physical destruction – when physical harm or 

destruction is achieved through the use of ICS. 

 

US Department of energy and Department of 

Homeland Security also predicted that the cyber 

environment will change and therefore attack 

vectors to the critical infrastructure will change 

as well meaning owners and operators will need 

to combat new threats. The security posture of 

critical infrastructure will be increasingly 

challenged as technologies, business practices 

(Kiškis, Limba, Gulevičiutė, 2016), and market 

trends (Kiškis, Limba, 2016) continue to reshape 

the security landscape. Changes of technology 

(Vlasenko et al., 2016) will mean big changes in 

the field of system management and resistance 

to vulnerabilities. 

Barnes and others identified that ICS cyber 

vulnerabilities originate from the point where 

connectivity is the greatest and access control is 

the weakest (Barnes, Johnson, Nickelson, 2004). 

They identify 4 domains of cyber vulnerabilities 

(each domain has its own attack vectors that are 

used by cyber criminals to achieve their goals): 

• IT Domain. 

• ICS Domain. 

• Communications Domain. 

• Physical Domain. 

These days, it's impossible to keep the ICS and 

IT sectors apart. According to Marcelo, the most 

compelling reason for the integration of ICS and 

IT components in contemporary infrastructures, 

particularly electrical infrastructure, is the 

advancement and growth of technology 

(Marcelo, 2010).  

 

According to the US Government 

Accountability Office, cybercriminal 

organisations are classified according to the 

objectives of the attackers: terrorists, phishers, 

insiders, bot-network operators, criminal 

organisations, foreign intelligence agencies, 

spammers, spies, and malware/spyware 

developers. While each of these organisations 

has its own unique motivations for attacking 

vital infrastructure or other IT assets, the fact 

remains that they are all very harmful (GAO, 

2005).  

 

To get control of the system they are targeting, 

attackers often attempt to exploit flaws and 

leverage several attack paths. The majority of 

the time, in order to accomplish their goals, 

attackers will research vulnerabilities (Stouffer, 

Falco, Kent, 2013). There are typically five steps 

to a cyber attack: identifying a system 

vulnerability, gaining control of the system or a 

portion of it, installing malicious software, 

infecting other parts of the system, and finally, 

attacking the whole system or parts of it. Figure 

1 depicts each of these steps. 
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Fig. 1. Cyber attack development stages 

Source: IMIA Working Group, 2016 

 

Gaps in cyber security cause big issues to each 

system owner or operator, but they may not be 

perceived to be as critical as gaps in critical 

infrastructure systems, because the impact of 

attacking them will be mostly invisible. The attack 

on the system may have various impacts. Some 

attacks on critical infrastructures are described 

below. Whilst these are the most common attack 

types the reader must understand that this is not a 

finite list and the attackers can have other aims when 

attacking not just critical infrastructure: 

• Some attacks on the infrastructure seek to 

cause panic in the population and disrupt 

usual life. The examples of these attacks 

are the Los Angeles traffic lights 2006 

attack (GAO, 2007), Volgodonsk 2007 and 

St. Petersburg 2008 nuclear power plant 

attacks (Butrimas, Bruzga, 2012; 

sputniknews.com, 2008) and others. 

• Espionage attacks like 2006/2013 US 

energy facilities attacks (Umbach, 2013), 

Red October 2012 (securelist.com, 2013), 

Gauss 2012 (kasperskylabs.com, 2012), 

Careto (the Mask) 2014 

(kasperskylabs.com, 2014) and others. 

• Attacks whose main aim is to destroy or 

disrupt the normal work of system 

equipment. F. e. 1982 USSR SCADA 

attack (Radziwill, 2015), 2000 Australian 

Sewage spill (Crawford, 2006), probably 

the most known nuclear power plant attack 

– STUXNET 2010 (Karnouskos, 2011; 

langner, 2013) and others. 

Today we can’t imagine the power supply 

backbone or other critical infrastructure without 

ICS control environment. The field of critical 

infrastructure management nowadays is 

impossible without modern technology, which 

simplifies and reduces operating costs but at the 

same time this technology has formed security 

gaps and created gates to exploit cyber 

vulnerabilities. The technology companies are 

trying to increase the resistance of the critical 
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energy infrastructure and eliminate cyber threats 

by creating a centralized system management 

model that protects critical infrastructure from 

cyber vulnerabilities, but sometimes new 

technologies just open new possibilities to 

attackers (Wei, Lu, Jafari, Skare, Rohde, 2010) 

and they will attack if the smallest chance is 

given. 

 

3. Development of Cyber Security Management 

Model 

The importance of this is that cyber threats are 

notoriously hard to foresee, anticipate, and 

counter in a timely manner (Craig, Valeriano, 

2016), which means that cyber assaults are 

becoming more likely to succeed. Considering 

the present geopolitical climate, this is especially 

relevant to the situation in Lithuania. In order to 

protect the state's fundamental interests, it is 

crucial to address cyber security concerns within 

the framework of critical infrastructure, as no 

existing model for cyber security management 

enables a response to cyber assaults, unexpected 

scenarios, or vulnerabilities. While technology is 

always improving, it is important to remember 

that this does not mean that cyber security 

management models for critical infrastructure 

should rest on their laurels (Water Information 

Sharing and Analysis Center, 2015). 

 

3.1. Cyber Security Mistakes 

 

Many businesses make the following errors while 

planning for the cyber protection of their assets: • 

Assuming, incorrectly, that any vulnerability can be 

eliminated from any infrastructure. Full security is 

an ideal that no organization can achieve, and that 

includes those responsible for operating 

infrastructure, particularly vital infrastructure. 

Having a clear plan that outlines how to reduce 

losses and restore normal activity of your 

infrastructure is crucial for security. You must also 

know which areas are most vulnerable, what to do to 

avoid threats, and what mechanisms to use to detect 

abnormal activity (WISAC, 2015). Nevertheless, 

organisations should prioritise the identification and 

reaction to critical circumstances as a crucial part. 

According to Techrepublic (2004), these measures 

may greatly lessen the impact of cyber security 

breaches on financial losses. • Misinformation 

stating that you can protect yourself from cyber 

threats by hiring top talent. According to WISAC 

(2015) and Singer and Friedman (2014), cyber 

security is a strategy that every company should 

take. A false feeling of security is fostered when 

cyber security is recognised as a department and a 

professional association. This method is incorrect. 

Techrepublic (2004) and Wei, Lu, Jafari, Skare, 

Rohde (2010) both agree that the human element is 

the weakest link in cyber defences, so ensuring the 

safety of sensitive data should be an organization's 

top priority. So, for instance, the company's rules 

should include cyber security, which might affect 

profits. Some people have erroneous beliefs about 

security technology and tools. Technical equipment 

and software manufacturers will never provide a 

foolproof defence against cyber threats. Modern 

security features, such as the ability to detect an 

intruder, rely on technology and equipment. While 

these safeguards are essential and should be included 

in the IT infrastructure, remember that technology 

alone cannot provide complete protection from cyber 

threats (Techrepublic, 2004; Wei, Lu, Jafari, Skare, 

Rohde, 2010). Good and powerful cyber defence 

capacity must be in place before tools can be 

considered a finished product. However, IT 

departments aren't made of goods; rather, everyone 

must do their share to ensure cyber safety, and 

people are still the biggest vulnerability (WISAC, 

2015). Only when individuals take ownership of 

their actions and try to secure their networks will 

investments in technologies be worthwhile. Take 

social engineering as an example; it remains a major 

threat to any business that prioritises its own 

security. This is an area where technology may be 

helpful, but ultimately, management must own up to 

the issue and find a solution. Businesses must realise 

that their employees, at all levels, need ongoing 

education on the dangers of cyber assaults. • The 

misconception that adequate monitoring is all that is 

required to ensure cyber security. The definition of 

"monitoring" here goes beyond the simple tracking 

of physical assets like machinery and buildings. The 

term "monitoring" refers to more than just keeping 

tabs on networks, data centers, and individual 

computers; it is a holistic approach that incorporates 
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environmental factors and the tracking of emerging 

patterns in cybercrime. Without the ability to draw 

conclusions, monitoring serves no use (WISAC, 

2015). You may utilise what you know about 

external trends and developments in cyber security 

to design effective policies and plans that will help 

you win the battle against cybercrime. The 

foundation of every cyber security plan or policy 

should be lifelong education. In order to be ready for 

future risks, organisations must know how such 

threats will change and grow over time. In the long 

run, this method saves money compared to erecting 

ever-higher barriers, which only provide temporary 

protection. When it comes to security, it's everyone's 

responsibility to spread the word about any known 

vulnerabilities; otherwise, no one would have a 

complete view of the situation on a local, national, 

or global scale (Govindarasu, Hahn, 2017). • 

Misconceptions about the efficacy of the 

organization's security procedures in warding off 

cybercriminals. In order to accomplish its objectives, 

security must first be established. Like training for 

an Olympic marathon, creating strong cyber 

defences and attempting to thwart cyber assaults is 

an arduous and ultimately fruitless endeavour. As 

soon as an attacker comes up with a new strategy, 

the defences fall behind. Putting money into more 

advanced security systems to stave against assaults 

seems like a good idea, but the truth is a little 

different. Instead of funding cutting-edge systems 

and technologies that can identify any danger, the 

cyber security strategy should put a premium on 

investing in essential infrastructure and resources 

(WISAC, 2015). The first step is to identify the 

potential intruders and learn why they would be 

interested in the group's operations. As said earlier, 

immeasurable cost technologies can not guarantee 

perfect protection, thus it is important to know the 

worth of their assets in order to evaluate and take on 

some risk.  

The most important thing about cyber security is that 

it shouldn't be forgotten till the project is over, but 

rather the foundation of new IT solutions and 

systems.  

 

3.2. Dimensions of Cyber Security Management 

Model 

Further on we will provide the cyber security 

management module which can be used to 

ensure security to any critical infrastructure as 

well as to improve the cyber security of any 

business company or government organization. 

However, we will not concentrate on usage of 

concrete technology equipment or information 

security management processes that are used for 

making critical infrastructure safer, but will 

provide core information about the proposed 

model. The whole model is presented in Fig. 2. 

 

 
Fig. 2. Cyber security management model 

 

Source: Designed by the authors 



International Journal of Cyber Operations and Cyber Security Governance 

Volume 1 Issue 1, 2026 

45  

 

According to the authors, there are six main 

areas that must be considered while building a 

model to guarantee cyber security. The 

development of a single component of the model 

will not significantly impact the organization's 

security, hence it is necessary to work on all of 

these aspects simultaneously. 

 

 

3.3. Levels of Cyber Security Model 

Each dimension of the proposed cyber security 

management model can be divided in to 3 levels: 

initial level, moderate level and full integration 

level. Initial level of all dimensions is associated 

with the organizations ability to clearly identify 

which problems can be met by the organization 

during the implementation of the cyber security 

model: 

 

This knowledge creates security and confidence 

inside an organization which can easily deal 

with cyber security threats and perhaps it is time 

to take a step toward the management model and 

finally understood that technology and 

management must walk hand in hand in order to 

ensure effective cyber security. 

 

Conclusions 

The existing There are typically two main parts 

to the current literature on cyber security, 

whether it be for critical energy infrastructure or 

other aspects of cyber defence. The first part is 

technical, and it focuses on discovering the best 

technical solutions; the second part is strategic, 

and it aims to find a model for cyber defence 

that meets the demands of responsive 

management and governance. It is important to 

remember that technological fixes alone will not 

make organisations, systems, or infrastructures 

more secure from cyber threats. Modern dangers 

are growing at a dizzying rate, therefore finding 

a solution that takes sophisticated steps is 

essential. The moment has come to formulate a 

model for cyber security management that takes 

into account all relevant strategic factors. 

Cybersecurity must be pushed to all sections of 

the company and every person of the 

organization must be active in cybersecurity, 

according to the cyber security management 

model given in this article. Additionally, it is 

essential that private sector organisations, public 

authorities, and the government all work 

together, despite the intricacy of their 

connections, to share worldwide best practices.  

There are six components to the suggested 

approach for cyber security management. A 

company can lessen its exposure to cybercrime 

and its vulnerabilities, as well as learn about 

emerging trends in cybercrime and the kinds of 

attacks that could target it, by implementing the 

cyber security management model's four 

dimensions. The company will also be better 

able to communicate internally and with other 

companies, making it more resilient to 

cyberattacks and boosting its reputation.  

There are three primary steps that a company 

may take to adopt the cyber security 

management model. You may get a different set 

of achievements at each level. It is possible to 

execute the suggested cyber security 

management model's first and second tiers (the 

initial and moderate level) independently. This 

implies that you may accomplish your objectives 

and make plans for progress in each dimension 

independently, without having to link them. To 

enter the integration level of the model, you 

must first achieve the second level for all model 

dimensions. At this tier, all aspects of the 

organization are fully interoperable, and 

everyone has a specific job. Reaching this stage 

does not imply that all measures have been 

taken, but rather that the organization is 

prepared to withstand any cyberattacks and can 

identify potential entry points. In today's linked 

world, the cyber security scenario is always 

evolving. Organisations must be prepared and 

recognise that cyber vulnerability protection 

strategies and technologies might become 

outdated. Because of this, companies must be 

flexible in their cyber security management 

strategies to accommodate future events that 

may not be part of their current plans. 
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